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Prior  research  has  established  that  collaboration  networks  exhibit  heavy-tailed  degree  distributions,
assortative  degree  mixing,  and  large  clustering  coefficients.  Using  court  record  data,  we  assess  these
properties  in  a collaboration  network  among  heroin  traffickers.  Consistent  with  prior  research,  we  find
an exponential  degree  distribution  and strong  local  clustering.  However,  the  traffickers  mix  dissorta-
tively  by  degree  rather  than assortatively.  Using  a graph  sampling  method,  we  show  that  a  consequence
of  dissortative  mixing  is that targeted  vertex  removals  have  a greater  impact  on  the  connectivity  and
cohesion  of  the  trafficking  network.  We  also  note  the  importance  of  degree  mixing  for  characterizing  and
identifying  topological  weaknesses.
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1. Introduction

Many criminal endeavors are complex and demand a large
degree of collaboration and coordination. Criminals rely on each
other for tasks that cannot be performed alone, such as the traffic-
king of drugs and humans, money laundering, fixing sports events,
and rigging markets. In this regard, however, criminals are not
unique. After all, many non-criminal endeavors are just as complex.
What makes criminal collaboration extraordinary is that, in most
cases, criminals operate under the constant threat of detection and
the punitive consequences that this entails.

Much research has focused on how these extraordinary condi-
tions shape the structure of collaboration in criminal networks. For
instance, it has long been proposed that, in order to remain covert,
criminal networks adopt particular topological features, such as
greater sparsity and decentralization (Baker and Faulkner, 1993;
Krebs, 2002; Kenney, 2007; Williams, 2001). Further work has
addressed the trade-off between efficiency and security in crim-
inal networks (McCormick and Owen, 2000; Morselli and Petit,
2007; Lindelauf et al., 2009). This work has, in part, motivated
research into the vulnerability and disruption of criminal networks
(Ayling, 2009; Duijn et al., 2014; Morselli, 2010; Malm and Bichler,
2011).

Meanwhile, there has been a great deal of interest in the
structure of collaboration networks in non-criminal domains,
such as academia, music, and business. It is recognized that such
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collaboration networks typically share three properties in com-
mon  (Ramasco et al., 2004). First, the vertex degree distribution is
heavy-tailed (Newman, 2001b; Barabási et al., 2002; Guimerá et al.,
2005) such that a minority of actors have a disproportionately large
number of collaborators. Second, the degree of connected vertices
is positively correlated (Newman, 2005; Chang et al., 2007). Well-
connected actors tend to work with other well-connected actors,
while the poorly-connected work with the poorly-connected.
Third, collaboration networks exhibit strong local clustering.
Actors who  share at least one mutual partner are more likely to
become partners themselves, whether as a matter of choice or
chance, than would be the case if vertices were randomly connected
(Watts and Strogatz, 1998; Newman, 2001a; Moody, 2004).

However, while these properties are routinely examined in
collaboration networks outside of the criminal networks liter-
ature, whether collaboration among criminals shares the same
three properties has not been addressed directly. Although stud-
ies on criminal networks often consider degree and clustering
coefficients, they seldom characterize the degree distribution for-
mally, and degree mixing is typically overlooked entirely.

Yet, there are good reasons to be interested in whether collabo-
ration between criminals exhibits the same topological properties
as collaboration elsewhere. First, such comparison provides a sys-
tematic means of identifying irregularities in the structure of
criminal networks. Research on clandestine networks has drawn
criticism for lacking empirical benchmarks against which to assess
whether the observed properties are, in fact, exceptional (Varese,
2012; Crossley et al., 2012). By drawing on empirical results in the
wider literature on collaboration networks, such benchmarks are
made explicit.
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Second, the combination of the topological properties, and in
particular degree mixing, are interesting in their own right. It
has long been known that assortatively mixed networks are more
robust to the removal of high degree vertices, whereas this strategy
is considerably more effective in dissortative networks (Newman
et al., 2002). In light of growing research interest in disrupting crim-
inal networks, degree mixing is therefore a property of particular
relevance.

In this paper, we examine the degree distribution, degree mix-
ing, and clustering of a heroin trafficking network. We  remain
agnostic about how these properties should manifest in the net-
work, and instead simply evaluate each property in turn. We  find
that the trafficking network has a heavy-tailed degree distribu-
tion, which may  be classified as either exponential or log-normal.
Additionally, the network exhibits strong local clustering. However,
unlike other collaboration networks, the traffickers mix  dissorta-
tively by degree. Traffickers with a large number of collaborators
tend to be connected to traffickers with relatively few, and vice
versa.

The dissortative mixing has substantial consequences for the
vulnerability of the network to targeted vertex removals. We
demonstrate this by analyzing the impact of vertex removals
on the heroin trafficking network under different mixing con-
figurations using a graph sampling method. In variants of the
trafficking network which are more assortative, but where the
degree distribution is preserved, the impact of targeted vertex
removals on the cohesion and connectivity of the network dimin-
ishes. Conversely, targeted vertex removals have a greater impact
in more dissortative variants of the network. Thus, the property
on which the trafficking network deviates from other types of
collaboration network appears to be critical for its robustness to
attacks.

The remainder of this paper is structured as follows. In Section 2
we briefly review previous research on the structure of collabo-
ration networks and criminal networks. In Section 3, we  describe
the data. In Section 4 we outline the methods for evaluating each
property in the network, along with the graph sampling method
for generating networks with varying degree mixing configura-
tions, and the measurements used to assess the impact of vertex
removal. In Section 5 we present the results, before concluding in
Section 6.

2. Previous research

2.1. Topological features of collaboration networks

Studies on the structure of collaboration networks abound. Here,
we focus on three topological features that feature regularly in
these studies: clustering, a heavy-tailed degree distribution, and
assortative degree mixing. In an early study, Watts and Strogatz
(1998) used data on the co-appearance of actors in movies and
found that when an actor i has appeared in a movie with another
actor j, and i has also appeared with a third-actor k, it is far more
likely than one would expect by chance that j and k will have also
appeared in a movie together. This clustering phenomenon is now a
routine finding in social networks, and is a feature of co-authorship
among scientists (Newman, 2001a,b) and social scientists (Moody,
2004), in collaboration among jazz musicians (Gleiser and Danon,
2003), and in the Broadway musical industry (Guimerá et al., 2005).

Second, collaboration networks often exhibit a heavy-tailed dis-
tribution of degree. Newman (2001a) demonstrated a heavy-tailed
distribution in co-authorship networks among physicists, biomed-
ical researchers, and computer scientists. Across disciplines, a
minority of authors has a disproportionately large number of co-
authors, while the majority has few. The heavy-tail in degree

Table 1
The clustering coefficient c, degree assortativity r, and degree assortativity error !r

in several collaboration and criminal networks.

Network c r !r

a Network Science 0.638 0.462 0.072
b  Condensed Matter Physics 0.636 0.186 0.004
c  High Energy Physics 0.442 0.294 0.019
d  Astrophysics 0.639 0.235 0.005
e  Jazz 0.617 0.020 0.026
f  Students 0.636 0.366 0.113

persists outside of scientific co-authorship. For example, collabo-
ration among jazz musicians and in the Broadway musical industry
also exhibit a heavy-tailed distribution of vertex degree. Moreover,
this property holds for collaboration networks among organiza-
tions. Butts et al. (2012) show that a network of inter-organizational
collaboration, developed in response to Hurricane Katrina, has a
characteristic right-skewed distribution of degree, while collabo-
ration among firms in the biotechnology industry is characterized
by a small number of high-degree firms and much larger group of
poorly-connected firms (Gay and Dousset, 2005).

Barabási and Albert (1999) propose that preferential attachment
is part of the explanation for this pattern of inequality. Preferential
attachment is often associated with a power law in the tail of the
degree distribution (Barabási and Albert, 1999; Albert et al., 1999),
such that the probability that an actor has precisely x collaborators
abides by P(x) ∼x−˛, where the  ̨ scaling parameter relates to the
extent of inequality in the number of collaborators per vertex. This
work, along with Huang et al. (2008) and Moody’s (2004) research
on academic collaboration, point to a power law in the tail of degree.
Moreover, using dynamic data, Newman (2005) shows that the
growth of a co-authorship network is consistent with preferential
attachment.

The third property typical of collaboration networks is the posi-
tive correlation in the degree of connected actors. Newman (2003a)
demonstrates that the partners of academics, movie actors, and
businesspeople who have large vertex degree are likely to have
many partners themselves, calling this property “degree assorta-
tivity.” Chang et al. (2007) and Ramasco and Morris (2006) show
the degree–degree correlation holds in the movie actor network for
both weighted and unweighted degree, while Ramasco et al. (2004)
finds assortative degree mixing in company co-directorships. We
reanalyze some of the aforementioned networks and report the
local clustering coefficient c, assortativity r, and standard error for
the assortativity coefficient !r in Table 1.1

All of these networks are, of course, qualitatively different
in kind. The scientific collaboration networks are made up of
thousands of actors partitioned into smaller co-authoring teams,
where the high-performing teams cluster into a large compo-
nent (Newman, 2001a; Guimerá et al., 2005). In contrast, those in
the Broadway musical industry are divided into somewhat larger
teams on a show-by-show basis, where actors cross-over or belong
to several teams (Guimerá et al., 2005). Movie actors and jazz
musicians assemble around records and movies, respectively. How-
ever, in spite of these differences, all of the networks exhibit the
clustering, heavy-tailed degree, and assortativity characteristics.
Whatever the specific purpose of collaboration, whether producing
jazz records, co-authoring papers, or operating a business, similar
patterns emerge. A minority of actors represents a large portion
of the collaborative activity, well-connected actors tend to work
with other well-connected actors, and cooperation is more likely
between actors who share a mutual partner.

1 The network data used in Table 1 were obtained from the Network Data Repos-
itory (Rossi and Ahmed, 2015).
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2.2. Topological features of criminal networks

There has been a concerted effort to understand the structure
of criminal organizations (Sparrow, 1991; Coles, 2001; von Lampe,
2009). Past research demonstrates that skewed degree distribu-
tions are also a characteristic feature of criminal networks. Varese
(2012) finds a heavy-tailed degree distribution in a Russian Mafia
group, while Krebs (2002) and Morselli et al. (2007) show that
degree varies considerably in a terrorism network. In addition,
Duijn et al. (2014) shows that degree follows a power law distribu-
tion in a large co-offending network of cannabis cultivators, and Qin
et al. (2005) finds a truncated power law in a terrorism network. In
comparable studies on drug trafficking networks, Natarajan (2006)
finds that a small number of disproportionately high degree traf-
fickers among a majority with low degree, and Bright et al. (2015)
finds a skewed distribution of degree.

However, it is common for criminal network research to
focus on identifying key players, rather than classifying network
topology. This focus is perhaps unsurprising given the policy
implications and substantive interest in understanding the roles of
influential criminals. Nevertheless, since key player analyses are
less common elsewhere in the social networks literature, many
of the empirical findings on criminal networks are not directly
comparable to their social network counterparts. Thus, although
degree is nearly always part of the analysis, it is often tabulated
at the actor-level or truncated to include only highly central
actors. When the distribution of degree is visualized, it is rarely
classified formally. Similarly, aggregated structural statistics, such
as clustering, are less frequently considered.

Most notably, degree mixing is typically overlooked as a prop-
erty of interest. This may  owe to the focus on key players, where
statistics such as eigenvector centrality are more often used to
account for the connectivity of actors’ neighbors. However, there
are several reasons to be interested in degree mixing. Firstly, it
provides a relatively simple summary of the tendency for actors
to collaborate with other members of the network with similar
degree, and is therefore indicative of the internal organization of
criminal groups. Secondly, it has been proposed that assortative
mixing is one of two properties, the other being high levels of
clustering, that distinguishes social networks from other kinds of
networks (Newman, 2003b). Should there be criminal networks
that do not exhibit this property, it may  inform our understanding
of the underlying mechanics of tie formation in criminal organi-
zations. Thirdly, degree mixing has long been associated with the
vulnerability of networks to actor removal (Newman et al., 2002;
Holme and Zhao, 2007), which is particularly relevant to criminal
networks. Below, we begin to this rectify this omission.

3. Data

A major challenge in studying criminal networks lies in obtain-
ing reliable and informative data. Standard tools like name
generators are impractical for criminal networks, while observing
clandestine groups is, by definition, not ordinarily an option. How-
ever, law enforcement agencies dedicate considerable resources
to the surveillance of criminal groups, and parts of the informa-
tion these agencies collect are often documented in court records.
Archival court records have therefore become a substantial source
of data on criminal networks (Natarajan, 2006; Morselli and Petit,
2007; Varese, 2012; Campana and Varese, 2012, 2013; Berlusconi,
2013; Campana, 2015).

As we describe below, the materials used in this paper were
produced during the trial of a group of actors involved in a heroin
trafficking operation. The traffickers, who were active through-
out the period 1979–1984, sourced heroin in Turkey, arranged the
movement of the narcotics through Europe and into Sicily, from

where it was  subsequently transported into the United States. The
majority of the heroin was  sold in large, wholesale quantities to
smaller distributors in New York, New Jersey, Philadelphia, and
the Midwest. The proceeds from the distribution were laundered
primarily through cash deposits in Swiss bank accounts. Here, we
describe the document selection and coding process used to recover
the actors and edges.

3.1. Document selection

The source document for the network data was selected from a
large corpus of documents produced during the trial. This corpus is
publicly available through the United States National Archives and
Records Administration. The source document is the Government’s
Sentencing Memorandum (GSM): a 107-page summary of the pros-
ecution’s evidence against the defendants produced towards the
conclusion of the trial. The evidence is a mix  of intercepted tele-
phone conversations, witness testimony, and direct observations
conducted by the FBI.

The purpose of selecting one document from the wider cor-
pus is to twofold. First, the corpus is extremely large and almost
entirely non-digitized. Coding the entire corpus would therefore
involve manually working through hundreds of thousands of pages.
Even automating the coding process using, for instance, researcher-
generated search terms or natural language processing, would
first require digitizing the documents. Selecting a subset of the
documents is therefore the only practical way to make the data
extraction manageable.

Second, there is no straightforward way  to sample the docu-
ments that would provide both sufficient coverage and consistency
across sources. The indexing of the corpus does not describe the
contents of the documents in detail. Many of the documents, par-
ticularly in the early stages of the trial, are stenographers minutes
that describe various procedural arrangements such as juror selec-
tion and contain no information relevant to the network. In order
to sample the documents therefore, one would have to draw from
the entire corpus either randomly, on the basis of date, or docu-
ment type. In either case, the documents may have been produced
by different parties, such as the defense, prosecution, or the court
itself, and would thus be subject to different types of bias or may
simply be irrelevant.

The GSM has the advantage of being both concise and consistent,
and it is therefore practical to extract a large quantity of relevant
data and employ a coding method that is fine-tuned to the docu-
ment. Finally, any bias in the data has greater tractability insofar as
it is reasonable to expect sources of bias to be consistent within-
document.

3.2. Actor and relational coding

The coding of the data proceeded in two steps. The first step
involved a census of the actors named in the GSM.  The GSM refers
exclusively to actors involved in trafficking activities and does not
refer to witnesses or other individuals related to the case. In total,
82 traffickers were identified in the document.

The second step involves extracting the collaborative edges
among the actors. Collaboration is defined as an event in which
two or more actors interact with each other for the purpose of a
drug trafficking task, which broadly fall into three types: sourcing
and arranging the supply of heroin, distributing the heroin, and
laundering cash proceeds. Time resolution is unavailable for most
collaboration events. Although the GSM reports that some actors
were involved in several collaboration events together, as discussed
below, weighting the edges may  induce bias due to the non-random
inclusion of collaboration events in the GSM. Thus, the edges are
unweighted. In total, there are 432 edges in the network.
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Similar coding methods are used in other studies on criminal
networks (Morselli et al., 2007; Natarajan, 2006; Morselli and Petit,
2007; Varese, 2012; Campana and Varese, 2012, 2013; Berlusconi,
2013; Campana, 2015; Papachristos and Smith, 2014) and for other
types of social network that are difficult to observe (Butts et al.,
2012).

3.3. Limitations and bias

The data derive from a law-enforcement investigation. As such,
the coverage of actors and edges depends, in part, on the focus of
the investigation and may  therefore be affected by sample selec-
tion bias. This could manifest in two ways. First, due to the nature
of criminal investigations, the sampling of actors may  more closely
approximate a snowball sample than a random sample. In a crim-
inal investigation, it is typical for a subset of actors to be placed
under surveillance whom subsequently lead investigators to other
actors as the investigation expands. This may  affect the findings
in the current study to the extent that the degree of initial targets
is inflated relative to later targets of the investigation. Second, the
inclusion of collaboration events may  be influenced by the extent to
which each event supports the prosecution’s case against the defen-
dants. It is possible that some collaboration events were omitted,
leading to the degree of some actors being underrepresented.

The selected investigation and the coding strategy are designed
to mitigate these possible sources of bias. First, a central plank of the
investigative strategy was to secure prosecutions through the Rack-
eteer Influenced and Corrupt Organizations (RICO) Act. Under RICO,
it is necessary to demonstrate the existence of a long-term struc-
ture (Lynch, 1987, p. 703).2 Accordingly, the investigation sought
to collect evidence of connections between members of the traffic-
king network so that prosecutors could tie these individuals to the
broader criminal enterprise. Hence, while early targets of the inves-
tigation may  initially be placed under greater investigatory focus,
the RICO strategy depended on uncovering the collaborative ties
of actors who were identified at later stages of the investigation.
This focus on identifying ties throughout the investigation should
reduce any inflation in the degree of initial targets vis-a-vis latterly
identified targets.

Second, we restrict the coding of edges in the GSM to collabora-
tion events that relate directly to drug trafficking activities and we
treat the edges as unweighted. Thus, we are concerned only with
events that are eligible for inclusion in the GSM, and omitted events
would not affect the findings unless that event is the only evidence
of a tie between two actors. In principle, removing such events
would weaken both the evidence that an enterprise exists and the
evidence tying these actors to that enterprise, thus jeopardizing
RICO prosecution. Moreover, in order for event omission to sub-
stantially affect the shape of the degree distribution or assortativity
coefficient, it is necessary that events including particular actors are
systematically selected against. It is not clear that this would bene-
fit the prosecution. Nevertheless, we cannot rule out the possibility
that collaboration events involving actors viewed as a priority for
prosecution are selected for, which could affect the shape of the
degree distribution. Unfortunately, non-random sampling is a fea-
ture data from criminal investigations, which remain one of the few
detailed sources of information on criminal networks.

4. Methods

The analysis is formed of two parts. First, we examine the degree
distribution, clustering, and degree mixing in the network. Second,

2 See Lynch (1987) for a review of the RICO act.

we analyze the vulnerability of the network to vertex removals (i)
in its observed state, and (ii) under several degree mixing configu-
rations.

4.1. Structural analysis

4.1.1. Classifying the degree distribution
In order to classify the degree distribution in the trafficking

network, we fit power law, log-normal, exponential, and Poisson
models to the distribution using maximum-likelihood methods
(Clauset et al., 2009). The fits proceed as follows. Each observed
vertex degree, k, in the trafficking network represents a candidate
threshold value, kmin, above which the scaling behavior associated
with each model may  plausibly begin. Then, for each model, we
find the associated parameter values which maximize the fit of
that model to the degree distribution above each candidate thresh-
old value. We then select the power law, log-normal, exponential,
and Poisson model with the best overall fit, given its corresponding
threshold and parameter values.

To test whether each model is plausible given the data, we syn-
thesize 2500 degree distributions from a “true” version of each
model with the threshold and parameter values equal to those
estimated for the observed degree distribution. We then refit the
models, independently, to each of the synthetic degree distribu-
tions. The models are ruled out if 10% (i.e. p < 0.10) or fewer of the
fits to the synthetic data are poorer than the best fit to the real
data.3 Finally, we compare the log-likelihood ratio of the degree
distribution, given each model, in pairwise fashion. We  thus arrive
at a classification of the degree distribution by considering several
competing models.

4.1.2. Clustering
There are several measures of clustering in networks. Here, we

use the clustering coefficient, c, defined by Watts and Strogatz
(1998). In short, the coefficient is based on the ratio of the edges
that exist between a vertex and its neighbors to all of the possible
edges that could exist. Averaging across all vertices gives the coeffi-
cient, which varies between 0 and 1, and captures the average local
connectivity or “cliquishness” (Watts and Strogatz, 1998, p. 440) of
the network.

4.1.3. Degree mixing
The final property we  examine is the vertex–vertex degree cor-

relation. A network is assortatively mixed when this correlation
is positive, i.e. high degree vertices are connected to other high
degree vertices, and dissortative when the correlation is nega-
tive. Here, I calculate the assortativity coefficient, r, defined in
Newman (2003a). The intuition behind this coefficient is that,
denoting the degree distribution of the trafficking network pk, we
select an edge and then take the degree of one of the vertices, i,
incident to that edge. We  then calculate the excess degree of i,
which is the degree of i relative to our expectation given pk. If
the excess degree of i is frequently large as we move from one
edge to the next, then a relatively large number of edges must
end at a high degree vertex. Conversely, if the excess degree is
often negative, then edges frequently terminate at low degree ver-
tices. Such networks are assortative r → 1 and dissortative r → −1,
respectively. A network is neither assortative nor dissortative when
r = 0.

3 Further details of this procedure are outlined by Clauset et al. (2009) and Virkar
and Clauset (2014) for continuous and binned data, respectively. For the implemen-
tation of this process in R, see Gillespie (2015).
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4.2. Vulnerability analysis

4.2.1. Vertex removal
For the second part of the analysis, we estimate the impact of

targeted vertex removals on the cohesion and connectivity of the
trafficking network. We  implement a simple degree-based removal
process, whereby traffickers are removed in descending order of
degree (Albert et al., 2004). Three metrics are used to assess the
impact of each vertex removal: (1) the number of components,
(2) the size of the largest component, and (3) the number of com-
munities. The first two  metrics are straightforward, capturing the
number of groups that are split-off entirely from the largest con-
nected group of traffickers and the extent to which each split
reduces the size of this largest component, respectively.

In order to capture the impact of vertex removals beyond “clean”
breaks in the components, the third metric is based on commu-
nity dissolution. To identify the communities, we use a community
detection algorithm based on random walks. Each walk begins at
a random vertex and takes a step to a randomly selected adjacent
vertex, with the maximum number of steps per walk set to four.
After multiple iterations, patterns in the sequences of visited ver-
tices are used to classify each vertex into a community. Put simply,
the more often the walks are trapped in certain regions of the net-
work, the more likely those regions are classified as communities
(Pons and Latapy, 2006). There may  be many candidate classifi-
cations, so we select the classification that maximizes a quality
function known as modularity (Newman, 2004). Thus, we  capture
community dissolution in addition to fractures in the network.

4.2.2. Graph sampling
To evaluate how degree mixing influences the impact of targeted

vertex removals on the trafficking network, we  generate synthetic
variants of the network at several benchmark levels of assortativity,
rb. Following Newman and Park (2003), the synthetic networks are
produced by swapping edges while preserving the degree distribu-
tion. Our algorithm can be described as follows. First, we calculate
the assortativity coefficient, r, and clustering coefficient, c, for the
trafficking network. Next, two randomly selected edges, (i1, j1) and
(i2, j2), are toggled off. We  propose two randomly selected replace-
ment edges, (i3, j3) and (i4, j4), with the restriction that the degree
sequence, or k-sequence, prior to the toggle must be preserved
exactly under the proposed edges. Updated assortativity and clus-
tering coefficients, r′ and c′, are then calculated under the proposed
edges. The proposed edges are accepted if r′ → rb and c′ ≥ c. This is
designed to preserve the degree distribution and clustering of the
observed trafficking network, while reshuffling each synthetic net-
work into a more assortative or dissortative state, as desired. This
process is iterated until the desired level of assortativity is reached.
We generate 1000 synthetic networks at each rb (Fig. 1).

Of course, the c′ ≥ c condition means that clustering can increase,
but not decrease, in each iteration. This is due to limits on the assor-
tativity coefficient, rmin and rmax, imposed by c.4 Essentially, the
problem is that as c → 1 or c → 0, rmin and rmax converge. Thus, it is
not feasible to reshuffle networks with large clustering coefficients
into highly assortative or dissortative states. Since the observed
trafficking network has a large clustering coefficient, c tends down-
wards as we reshuffle towards such states. The c′ ≥ c condition
attempts to mitigate this downward trend, unless reducing c is
necessary for reaching rb. More precisely, we accept a proposed
reshuffle if r′ → rb but c′ < c with probability 0.1. This acceptance
rate strikes a balance between the computational burden of find-
ing edge reshuffles which satisfy the stringent c′ ≥ c, on the one

4 See Holme and Zhao (2007) for further details on the relationship between
assortativity and clustering.

Fig. 1. Example of graph sampling. (a) Network prior to reshuffling. The dashed
edges are ultimately toggled off. (B) The same network after reshuffling. The dashed
edges have been toggled on. Note that each vertex has equal degree in both config-
urations, but the assortativity coefficient has increased.

hand, and allowing c to decrease as required in order to reach rb,
on the other. We  return to the reshuffling of r and c in Section 5.2.

5. Results

5.1. Structural properties

We begin by classifying the degree distribution in the trafficking
network. Fig. 2 shows the power law, log-normal, exponential, and
Poisson fits to the cumulative distribution function (CDF) of degree,
k. As is clear in the CDF, the degree distribution is heavy-tailed, such
that most traffickers have fewer than 10 collaborators while the top
tenth of the traffickers fall in the range 25 < k < 50.

Table 2 summarizes the parameter estimates, goodness-of-fit,
and results of the hypothesis tests for each fit. The p-value exceeds
0.1 in all four models, thus the hypothesis test fails to rule out
any of the competing classifications. However, n is small in both
the power law and Poisson fits due to the selection of a large kmin
threshold. The parameter estimates are therefore unreliable, while
the hypothesis test has little power to discriminate against either
fit.5 Consequently, while a power law or Poisson model cannot be
ruled out, neither represents a parsimonious classification of the
degree distribution.

Table 3 shows the results of a direct comparison of the log-
likelihood of the degree distribution for each model. Where the
optimal kmin threshold differs between two  models, we  select the
larger of the two, therefore “rewarding” the model which describes
a larger section of the distribution. The log-likelihood ratio indicates
that the log-normal and exponential models provide considerably
stronger classifications of the degree distribution than the power
law model. In addition, Fig. 2 shows that both the log-normal and
exponential models are optimized at the lowest possible threshold
value, kmin = 1, thus providing a parsimonious description of the
degree distribution in the network as a whole.

Regarding whether the log-normal or exponential model offers
the more compelling classification, the direct comparison favors
neither. Although the sign of the log-likelihood ratio indicates that
the exponential model is a better fit, the magnitude of the ratio does
not decisively favor either model. However, one small advantage of
the exponential model is that it rests on one less parameter. Overall,

5 Clauset et al. (2009, p. 669) recommend n > 50 for obtaining reliable parameter
estimates.
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Fig. 2. Top-left: Power law fit to the cumulative distribution function (CDF) of degree in the trafficking network. Top-right: Log-normal fit. Bottom-left: Exponential fit.
Bottom-right: Poisson fit.

Table 2
Parameters for the competing models of the degree distribution. The kmin represents the threshold above which the fit applies to the distribution, where n is the number of
traffickers above that threshold. The goodness-of-fit (GOF) is the Kolmogorov–Smirnov statistic. The p-value represents the proportion of fits to synthetic data drawn from
a  true version of each model that are poorer than the fit to the real data. A fit is ruled out when p < 0.10.

Model n kmin  ̨ " # ! GOF p

Power law 14 23 5.03 0.099 0.751
Log-Normal 82 1 1.84 1.07 0.053 0.915
Exponential 82 1 0.10 0.517 0.489
Poisson 20 16 26.08 0.177 0.628

the exponential decay in degree is consistent with the heavy-tailed
degree distribution observed in other collaboration networks.

The exponential classification implies a probability distribution
on the formation of collaborative ties in the network. For an actor
with degree k, the probability of gaining y collaborators is given by
P(y) = "

y
k . If the network were to continue operating, traffickers

with larger degree would therefore be expected to increase their
degree at a faster rate than poorly connected traffickers, as in a
preferential attachment process.

Turning to clustering, the trafficking network exhibits a large
local clustering coefficient C = 0.801. This reflects the large propor-
tion of complete triads in the network in comparison to two-paths
and triads containing only one edge. The clustering coefficient also
implies that around 80% of connected trafficker pairs share at least
one mutual collaborator. This finding is consistent with other col-
laboration networks where it has been observed that actors have a

strong tendency to collaborate with the partners of their partners
(Newman, 2001a), as noted in Section 2. However, this tendency
appears to be particularly strong in the trafficking network, indicat-
ing that the network is highly cliquish and suggesting that mutual
partners may  play an important role in brokering new collaborative
relationships.

Table 3
Comparison of alternative models of the degree distribution. A positive log-
likelihood ratio indicates that model 1 provides a better fit to the data than model
2.  Neither model is preferred when p > 0.1.

Model 1 Model 2 kmin LLR p

Log-Normal Power law 1 5.57 <0.001
Exponential Power law 1 5.45 <0.001
Poisson Power law 23 −1.63 0.101
Exponential Log-Normal 1 0.58 0.560
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Fig. 3. Size of the largest component, S, as a function of the fraction of vertices
removed, f. Each band represents a reshuffled version of the trafficking network to
a  specific average level of degree dissortativity, where the degree distribution of
the observed network is preserved exactly. The green line represents the observed
trafficking network. Since the rewiring process is stochastic, the bands cover the
range of values of S given f in 1000 rewired networks.

Despite the characteristic heavy-tailed degree distribution and
strong clustering, the mixing pattern in the trafficking network is
dissortative rather than assortative. The assortativity coefficient
is r =−0.192 with a standard error of !r = 0.052, which we esti-
mated via the bootstrapping method detailed in Newman (2002),
and therefore the dissortativity is a 3.6! result and statistically
significant. Thus, while ordinarily in collaboration networks large
degree actors are connected to other high degree actors and low
with low, in the trafficking network those with many partners often
collaborate directly with their poorly-connected peers.

5.2. Vertex removal

Having established the properties of the trafficking network,
we now turn to the results of vertex removal on the topology and
cohesiveness of the network. Fig. 3 shows the size, S, of the largest
component in the observed trafficking network and in the reshuf-
fled networks as a function of the proportion of traffickers removed,
f, where the traffickers are removed in order of their degree. Each
band covers the range of values of S given f across 1,000 synthetic
networks, which each have an identical degree distribution to the
observed network but have been vary in their average levels of
degree dissortativity, rb = {0, − 0.5, − 0.8}.

Varying the level of dissortativity changes both the shape and
rate at which S falls as a function of f. For example, removing f = 0.1
of the highest-degree vertices in the network reduces the size of
the largest component to S = 0.79 of its original size. This compares
to S = {0.86, 0.70, 0.46} for rk = {0, − 0.5, − 0.8}, respectively. The
results of vertex removal in the observed network overlaps with
the rk =−0.5 synthetic networks for small values and large values
of f, but S decreases faster in the middle range of f. The reduction in
S is slower in the rk = 0 networks across the range of f. Conversely,
in the most dissortative case, the size of the largest component
steeply declines in response to high-degree removals; removing
13% of the traffickers reduces the size of the largest component to
approximately half of its original size.

Fig. 4 presents the number of components, P, as vertices are
removed in order or degree. Again, P increases faster in the traf-
ficking network than in the reshuffled networks with benchmark
assortativity rb = 0. Indeed, removing the top f = 0.1 traffickers from
the rb = 0 networks leads to an average split of 2.3 components,

Fig. 4. The number of components, P, as a proportion of the maximum possible
number, in response to the fraction of vertices removed, f. The vertices are removed
in order of degree, from highest to lowest.

while removing the same fraction from the observed network leads
to a split into 9 components. Thus, the dissortative mixing in the
trafficking network appears to be associated with an increased vul-
nerability to targeted removals, insofar as the network fractures
into a larger number of distinct components across all values of
f. The number of components increases faster still as reshuffled
to more dissortative states: removing f = 0.1 vertices in the rb = 0.8
networks leads to a split of 37 components, on average.

Finally, Fig. 5 shows the change in the number of communities,
U, as vertices are removed in degree order. As above, varying the
dissortativity of the degree mixing has a profound impact on the
results of vertex removal. When rk = 0, U remains relatively sta-
ble up to f > 0.3. However, in the observed network, U begins to
increase as f > 0, albeit non-monotonically. In the more dissortative
networks, the increase in U is faster still, but the modularity scores
remain generally lower, indicating that the classification of the
communities is not as clear cut. One explanation for this outcome is
that, since the cohesiveness of the network is so radically reduced
by targeted vertex removals in the most dissortative networks,
the number of reasonable classifications of the remaining traf-
fickers into communities remains relatively large, and ultimately
approaches the point where all vertices are isolates at considerably
smaller values of f. Thus, in addition to the faster reduction in cohe-
siveness in the more dissortative variants of the observed network,
the communities that remain also seem to be less tight-knit.

It is important to note that, while the k-sequence is preserved
during reshuffling, assortativity is not the only property that we
manipulate. As discussed in the Section 4.2.2, the level of clustering
in a network constraints the maximum and minimum assortativity
that can be obtained through reshuffling. At the extreme, placing an
exact constraint on c throughout reshuffling, such that edge propo-
sals are accepted only if they maintain c precisely, places a stringent
upper bound on the number of potentially acceptable proposals.
Thus, we allowed c to increase or decrease, as required, in order to
reach the benchmark assortativity coefficients above.

Fig. 6 shows the change in c during the graph sampling pro-
cedure used to reshuffle the observed network into the most
dissortative configuration, rb = −0.8. Note that this represents only
one out of 1000 sampling iterations. To reach rb = −0.8, the cluster-
ing is reduced to approximately c = 0.2 in this particular network.
Although the precise change in c varies across sampling iterations
due to the stochastic nature of the edge toggling process, this
reduction is fairly typical. The rate of reduction in c per edge toggle
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Fig. 5. Bottom: Change in the number of communities, U, as a proportion of the max-
imum possible number, in response to the fraction of vertices removed, f. Top: The
modularity score associated with the classification of communities in the bottom
panel. The vertices are removed in order of degree, from highest to lowest.

(“iterations” in Fig. 6) is considerably higher during early iterations
of the sampling algorithm. Almost half of the total decrease in r is
achieved using only 1000 toggle iterations. However, around 4000
toggles were required for the reduction r = −0.7 to r = −0.8. This
is indicative of the small set of graph configurations that exist for

Fig. 6. The shift in local clustering, c, and assortativity, r, in the graph sampling
algorithm used to reshuffle the network into a more dissortative configuration.

satisfy extreme r values given our constraint on the k-sequence, but
it perhaps also suggests that our algorithm could be improved by
fine-tuning the acceptance rate to be more stringent for reductions
in c when r has not yet reached extreme values.

Due to the decrease in c, the increasing vulnerability of the
network to targeted vertex removals in more dissortative states
cannot be put down entirely to the degree mixing configuration
of the network. Indeed, there is a complex dependence between
assortativity, clustering, and vulnerability (Holme and Zhao, 2007),
examination of which goes beyond the scope of this paper.

Nevertheless, there are intuitive reasons to suspect that dis-
sortativity is driving much of the vulnerability of the trafficking
network. In a dissortative network, there is a greater tendency for
high and low degree actors to be connected. Removing a small
number of high-degree traffickers can therefore disconnect a large
number of low degree traffickers. Indeed, the unusually large clus-
tering coefficient in the trafficking network, which indicates that
most traffickers are members of complete triadic structures, may
be a critical property for protecting the network from further frag-
mentation. Moreover, dissortative networks exhibit a different type
of vulnerability not examined here. Due to the mixing of high and
low degree actors, the detection of any low degree trafficker, of
which there are many due to the heavy-tailed degree distribution,
may  lead investigators directly to highly central, more position-
ally important traffickers. As such, dissortative mixing places the
entire network at greater risk of exposure. Indeed, this may  have
contributed to the eventual failure of the drug trafficking network.

6. Conclusion

It has long been proposed that criminal networks exhibit abnor-
mal  topological properties due to the conditions under which
criminals operate. This paper investigates whether a collaboration
network among heroin traffickers has a heavy-tailed distribu-
tion of degree, strong clustering, and assortative degree mixing –
three characteristic properties of collaboration networks outside
of the criminal domain. The trafficking network exhibits exponen-
tial decay in degree and strong clustering, but dissortative degree
mixing, such that high-degree traffickers collaborate preferentially
with low-degree traffickers, and vice versa.

The dissortative mixing, in addition to being unusual in a col-
laboration network and indeed in social networks more generally
(Newman and Park, 2003), seems to increase the vulnerability of the
network to degree-targeted vertex removals. Indeed, reshuffling
the network into more dissortative states increased the impact of
such removals, although part of this effect is likely explained by the
decrease in clustering that accompanies highly dissortative states.
However, degree mixing has received relatively little attention in
the empirical literature on criminal networks, despite the fact it can
be calculated, in most cases, without additional data. Since degree
mixing has demonstrable consequences for the vulnerability of the
network to targeted attacks, a growing area of research interest
(Morselli, 2010; Malm and Bichler, 2011; Duijn et al., 2014), it is
hoped this study encourages researchers to include degree mixing
in future analyses of criminal networks.

To the extent that dissortativity is observed in other crimi-
nal networks, our findings raise several questions that were not
explored here, particularly regarding the tie formation processes
that underpin dissortative mixing, but also regarding the possible
upsides of dissortativity for the coordination of criminal activity.
One plausible upside lies in the capacity that dissortative networks
confer for well-connected criminals to monitor and coordinate
peripheral actors directly, for example.

The study is not without limitations. First, although our data
source is internally consistent in its reporting of actors and
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collaboration events, the possibility remains that the data capture
an unobserved nonrandom selection process. If the proclivity to
include edges in the source document is influenced by which actors
are incident to those edges, the assortativity coefficient could be
affected. It would be overestimated if, for example, prosecutors
wished to link peripheral members of the network with highly
active members. On the other hand, it would be underestimated if
peripheral members truly have a tendency to collaborate with high-
degree actors, but are also less likely to be included in the sample.
Second, while I preserve the degree distribution, rewiring the net-
work to different levels of dissortativity effects other properties in
the network such as clustering. Hence the results of vertex removal
on the rewired networks do not derive entirely from degree
mixing.

However, our results are consistent with previous research that
demonstrates that dissortative networks are more vulnerable to
targeted attacks than assortative networks. Further research is
required to evaluate whether dissortativity is a common property
of collaboration among criminals.
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